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Abstract

Althoughautocodingtechniquespromiselarge gainsin
software developmentproductivity, their “r eal-world” ap-
plicationhasbeenlimited,particularly in safety-criticaldo-
mains.Often,themajorimpedimentis themissingtrustwor-
thinessof thesesystems:demonstrating—letaloneformally
certifying—thetrustworthinessof automaticcodegenera-
tors is extremelydifficult dueto their complexity andsize.

We developan alternativeproduct-orientedcertification
approach which is basedon five principles: (1) trustwor-
thinessof the generator is reducedto the safetyof each
individual generated program; (2) program safetyis de-
fined as adherenceto an explicitly formulatedsafetypol-
icy; (3) the safetypolicy is formalizedby a collection of
logical program properties;(4) Hoare-styleprogram veri-
fication is usedto showthat each generatedprogram sat-
isfiesthe required properties;(5) the codegenerator itself
is extendedto automaticallyproducethe codeannotations
requiredfor verification. Theapproach is feasiblebecause
the codegenerator has full knowledge about the program
underconstructionandaboutthepropertiesto beverified.
It can thusgenerate all auxiliary codeannotationsa the-
orem prover needsto discharge all emerging verification
obligationsfully automatically.

Here wereporthowthis approach is usedin a certifica-
tion extensionfor AUTOBAYES, anautomaticprogramsyn-
thesissystemwhich generatesdataanalysisprograms(e.g.,
for clustering and time-seriesanalysis) from declarative
specifications.In particular, we describehow a variable-
initialization-before-usesafetypolicy can be encodedand
certified.

1 Intr oduction

Autocodingtechniques(also called code-generationor
automaticprogramsynthesis)areconcernedwith thetrans-
lation of high-level specificationsinto code. Thesetech-
niquescanimprove productivity by allowing developersto

specify software behavior at a high level of abstraction,
leaving the codegeneratorto managethe implementation
details.If correct,thesetechniquesalsopreventerrorsfrom
being introducedin the implementationprocess,thus im-
proving softwarequality. Autocodingis thereforeanentic-
ing approachfor safety-criticalor security-criticalapplica-
tion domains,e.g.,spacecraftnavigationandcontrol.How-
ever, in thesedomains,it facesacrucialdilemma:canusers
really trust the codegenerators?Demonstratingthe trust-
worthinessof a codegeneratoris extremelydifficult dueto
its complexity andsize,sotheuseof autocodingapproaches
in safety-criticaldomainshasbeenminimal. In this paper,
we describean alternative approachwhich demonstrates
trustworthinessfor eachgeneratedprogram(i.e., the prod-
uct) separately, ratherthanfor the entiregeneratorsystem
(i.e., theprocess).

Trustworthinessis a multi-facetedsoftwarequality fea-
ture; typically, it involves questionslike “Can the ven-
dor be trusted?”, “Can the user be trusted?”, or, obvi-
ously, “Can the code itself be trusted to behave as ex-
pected?” In this paperwe focuson the last aspect;more
precisely, we focuson thecertificationof codewith respect
to certainpropertiesthat are usually expectedto hold for
trustworthy code. Typical properties,which our approach
can handle,are array boundssafety, operatorsafety, and
variable-initialization-before-use.Violationsof theseprop-
erties(usually“buffer overflow”, which is anarray-bounds
violation) have causedseveral safety-andsecurity-critical
incidents,includingmany Internetworms.

Due to the complexity and size of the generatedpro-
grams,however, neither testingnor code inspectionscan
realisticallybeusedto demonstratethattheselectedproper-
tieshold. Our approachthususesformal codecertification.
Our basicideais to extendthe codegeneratorsuchthat it
providesformal proofsthat thegeneratedcodesatisfiesthe
selectedproperties.Theseproofsserveascertificateswhich
canbecheckedindependently, by thecodeconsumeror by
a certificationauthority, for examplethe FAA. Codecer-
tification is basedon the sametechnologyas Hoare-style
programverification;in particular, it alsousescodeannota-
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tions to formalizethe properties.Thedifference,however,
is in thedetails: thepropertiesaremuchsimplerandmore
regularthanfull behavioral specifications.Bothaspectsare
crucial. Sincethepropertiesaresimpleandregular, thean-
notationscanbederivedschematicallyfrom a public safety
policy andautomaticallyinsertedinto the generatedcode.
Proving theseproperties,givenannotatedprograms,is then
straightforward,andcanbeperformedby anautomatedthe-
oremprover(ATP).

Our approachis similar to theconceptof proof carrying
code(PCC) [16]. It also relies on a small, simple kernel
of trustedcomponents.Thesecomponents,the safetypol-
icy, verificationconditiongenerator (VCG), andthe proof
checker, arevery simpleandcanbeverifiedusingstandard
softwaredevelopmenttechniques.Errorsor malicioustam-
pering in the complex partsof the software(i.e., the code
generatorandtheoremprover)will causetheproof process
to fail at somestep. Surprisingly, this holdseven though
we usethecodegeneratoritself—andnot theprogrammer,
asin PCC—toproducetheauxiliaryannotations(e.g.,loop
invariants)which arerequiredto make theproofspossible;
in particular, a wrong (i.e., too strong)loop invariantwill
just causethe proof processto fail at a later step. Thus,if
we canprove severalsafetypropertiesaboutthe generated
code,we cangain a very high level of trust that this code
will, in fact,runsafely.

This paperelaboratesour approachin [22, 21] where
we describedan extensionof the programsynthesissys-
tem AUTOBAYES which is able to certify generatedcode
with respectto operatorsafetyandarrayboundssafety. In
this paperwe have a systematiclook at certifiableprogram
propertiesandshow aninitial taxonomyof theseproperties
(cf. Section2). Section3 givesthe necessarybackground
informationon proof carryingcodeandprogramsynthesis,
and describesthe extendedarchitectureof AUTOBAYES.
Section4 then focuseson the formalizationof the safety
policies,in particularvariable-initialization-before-use,us-
ing anextendedsetof Hoarerules.Our approachallowsus
to easilycustomizea safetypolicy in orderto enforcead-
ditional constraints,e.g.,programmingstandards.In Sec-
tion 5, we describehow thecodeannotationsaregenerated
within thesynthesissystem,andhow theproof obligations
areproducedby theverificationgeneratorandprocessedby
the automatedtheoremprover. Section6 relatesour work
to otherapproachesin verification,certification,andgener-
ationof trustworthy code;in Section7, we summarizeand
sketchcurrentandfuturework.

2 Property Verification

Traditionally, programverificationhasfocusedonshow-
ing thefunctionalequivalenceof (full) specificationandim-
plementation.However, this verificationstyle is extremely

demanding,becauseof theinvolvedspecificationandproof
efforts, respectively. Furthermore,many aspectsof trust-
worthinessareusuallynotexpressedin thespecificationand
thusnot demonstratedexplicitly. More recentapproaches
thusconcentrateonshowing specificpropertiesthatareim-
portantfor softwaresafetyandsecurity.

While many mechanismsand tools for verifying pro-
gram propertieshave beenpublished,especiallyfor dis-
tributedsystems(e.g.,modelchecking),relatively little at-
tentionhasbeenpaidto thepropertiesthemselves.There-
latedwork in this areais usuallyconcernedwith computer
security [19]; we are interestedin all “useful” and “im-
portant” properties. To help guide our research,we have
createdan initial taxonomyof verifiablepropertiesof pro-
grams.A first attemptis shown in Figure1.

Safetypropertiesprevent the programfrom performing
illegalor nonsensicaloperations,suchasaccessto unavail-
able memoryaddressesor division by zero. Within this
category, we further subdivide into five different aspects
of safety. Memorysafetypropertiesassertthat all mem-
ory accessesinvolving arraysandpointersarewithin their
assignedbounds. Typesafetypropertiesassertthat a pro-
gram is “well typed” accordingto a type systemdefined
for the language.This type systemmay correspondto the
standardtype systemfor the language,or mayenforcead-
ditional typecheckingobligations,suchasensuringthatall
variablesrepresentingphysicalquantitieshave correctand
compatibleunitsanddimensions(cf. [14]). Numericsafety
propertiesassertthatprogramswill performarithmeticop-
erationscorrectly. Potentialerrors include (1) using par-
tial operators,like divide or squareroot, with arguments
outsidetheir defineddomain,(2) performingcomputations
that yield resultslarger (overflow) or smaller(underflow)
thanarerepresentableon thecomputer, and(3) performing
floatingpoint operationswhich causeanunacceptableloss
of precision.Exceptionhandlingpropertiesensurethatall
exceptionsthatcanbethrown within aprogramarehandled
within the program. Environmentcompatibilityproperties
ensurethat the programis compatiblewith its target envi-
ronment. Compatibility constraintsspecifyhardware,op-
eratingsystems,andlibrariesnecessaryfor safeexecution.
Parameterconventionsdefineconstraintson programcom-
municationandinvocation.

Resource limit properties check that the required re-
sourcesfor a computationare within somebound. Live-
ness/progresspropertiesareusedto show that theprogram
will eventuallyperformsomerequiredactivity, or will not
be permanentlyblocked waiting for resources. Security
propertiespreventa programfrom accidentalor malicious
tamperingwith the environmentand from beingmodified
by anattacker.

Trustworthinessof a programcannotbe relatedto just
oneproperty;only if thesoftwaretogetherits environment
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Property-Based Verification

Safety:
Memory:

Array bounds checks
�
Pointer safety

Type
Narrowing Type-Cast
Units/dimensions

Variable initialization-before-use
Numeric:

Partial operator/function domain errors
Overflow
Underflow
Precision

Exception Handling
Environment Compatibility:

Correct Operating System
Correct Hardware
Necessary Libraries Installed
Correct Versioning
Correct Parameter Conventions

parameter ordering
parameter alignment

Communications
Integer byte-ordering
Integer/Floating Point size

Security:
Communications
File System Use
Printing
GUI
OS Environment
Authentication
�
Reporting/Logging

Resource Limits:
CPU (Termination)
Response time
Memory/Stack
Disk
Bandwidth
Bus

Liveness/Progress:
Deadlock
Livelock
Race Conditions/Critical Sections

Figure 1. Overview of verification proper ties

fulfills a setof propertiesit canbe consideredtrustworthy.
Clearly, thereis overlapbetweenthe propertiesin the dif-
ferentcategories;for example,many securityflaws aredue
to safetyviolations(e.g.,memorysafetyviolationsin form
of buffer overflows). We planto extendandclarify this tax-
onomyin futurework. For this project,we areinterestedin
non-trivial propertiesthatareamenableto automaticverifi-
cation. Therefore,in this paperwe concentrateour inves-
tigationson a particularsafetyproperty:variabledefinition
beforeuse.Two otherproperties,operatorsafetyandarray-
boundssafetyarealreadydiscussedin [22, 23].

3 Background

3.1 Proof-Carrying Code

PCC[16, 1] is acertificationapproachespeciallyfor mo-
bile code.Many distributedsystems(e.g.,browsers,cellu-
lar phones)allow theuserto downloadexecutablecodeand
run it on thelocal machine.If theorigin of this codeis un-
known,or thesourceis not trustworthy, thisposesaconsid-
erablerisk: thecodemaynotbecompatiblewith thecurrent
systemstatus,or thecodecandestroy critical data.

The PCC conceptand systemarchitecture(Figure 2)
have beendevelopedto addressthe problem of showing
certainproperties(i.e., the safetypolicy) efficiently at the

time when the software is downloaded. The developerof
thesoftwareannotatestheprogramwhich is thencompiled
into object-codeusing a certifying compiler, e.g., Touch-
stone[3]. Sucha compilercarriesover thesourcecodean-
notationsto the object codelevel. A VCG processesthe
annotatedcodetogetherwith a public safetypolicy. The
VCG producesa largenumberof proofobligations.If all of
themareproven, the safetypolicy holdsfor this program.
However, sincetheseactivities are performedby the pro-
ducer, the providedproofsarenot necessarilytrustworthy.
Therefore,theannotatedcodeandacompressedcopy of the
proofsarepackagedtogetherandsentto theuser. Theuser
reconstructstheproof obligationsandusesa proof checker
to ensurethat the conditionsmatchup with the proofsas
deliveredwith the software. Both, the VCG andthe proof
checker, needto betrustedin thisapproach.However, since
aproofcheckeris muchsimplerin its internalstructurethan
a prover, it is simplerto designandimplementin a correct
and trustworthy manner. Furthermore,checkinga proof
is very efficient, in stark contrastto finding the proof in
thefirst place—whichis usuallya very complex andtime-
consumingprocess.

A numberof PCC-approacheshavebeendeveloped,par-
ticularly focusingon the compactandefficient representa-
tion of proofs(e.g.,usingLCF [16] or HOL [1]). However,
all of theseapproachesarein practicerestrictedto verysim-
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ple properties. More intricate propertiesrequirethe pro-
ducerof the programto provide elaborateannotationsand
to carryout complicatedformalproofsmanually.

and ...

policy

proof obligation

source code

Domain
theory

compressed

for I : int &
cdef(R17) = init

  x[i] =...

Certifying
Compiler

for (i=0; ...

Theorem

Prover

VCG

Proof Validation

proof

INVAR: R17 <> 0
05 3f 34 ae

codeannotated

untrusted

trusted

Safety

Figure 2. Typical architecture for proof carr y-
ing code . Trusted components are belo w the
dot-dashed line .

3.2 Program Synthesisand AutoBayes

Automatedprogramsynthesisaimsatautomaticallycon-
structing executableprogramsfrom high-level specifica-
tions. It is usuallybasedon mathematicallogic, although
a variety of differentapproachesexist [13]. Here,we will
focuson a specificapproach,schema-basedprogramsyn-
thesis,anda specificsystem,AUTOBAYES. AUTOBAYES

[6] generatescomplex dataanalysisprogramsfrom com-
pactspecificationsin the form of statisticalmodels. It has
beenappliedto a numberof domains,includingclustering,
changedetection,sensormodeling,andsoftwarereliability
modeling,andhasbeenusedto generateprogramswith up
to 1500linesof C++ code.

AUTOBAYES synthesizescodeby repeatedapplication
of schemas. A schemaconsistsof a programfragmentwith
openslotsanda setof applicability conditions. The slots
arefilled in with codepiecesby the synthesisenginecall-
ing schemasrecursively. Theconditionsconstrainhow the

(* POST ...

FOR i:=1 TO N 

max pr(x | mu..
x ~ N(mu,sigma)

input specification

forall I : int &

 and ...
  cdef(I) = init 

first order logic

  mu[i] := ...

annotated code

VCG

Theorem Prover E−SETHEO

Synthesis System

AutoBayes

policy
Safety

theory
Domain

Figure 3. AutoBa yes system architecture , ex-
tended for code cer tification

slotscanbefilled; they mustbeprovento hold in thegiven
specificationbeforethe schemacan be applied. Someof
theschemascontaincallsto symbolicequationsolvers,oth-
erscontainentireskeletonsof statisticalor numericalalgo-
rithms. By recursively invoking schemasand composing
the resultingcodefragments,AUTOBAYES is able to au-
tomatically synthesizeprogramsof considerablesize and
internalcomplexity.

Figure 4 below shows in stylized Prolog-notationa
slightly simplified schemawhich is selectedwhena func-
tion needsto bemaximized.It synthesizesa codefragment
C which calculatesthe maximumw.r.t. a singlevariableX
for asymbolicallygivenfunctionF. Theapplicabilityof this
schemais restrictedto caseswhereafirst derivativeof F ex-
ists. Theschemafirst tries to computethemaximumsym-
bolically by solvingtheequation	 F 
�	 X �� for X. If that
succeeds,it returnsa singleassignment.Otherwise,an it-
erativenumericaloptimizationroutinemustbesynthesized
in orderto solvethegivenproblem.Suchanalgorithmcon-
sistsof threecodesegments:findingastartvalue ��� , calcu-
lationof thesearchdirection� , andthesteplength � . Then,
startingwith ��� , the maximumis soughtby iteratively ap-
proachingthe maximum: ����������������������� (for details
see[9, 17]). Our schemaassemblesthis algorithmby re-
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cursive calls to schemasto obtaincodefragmentsCInit ,
CSteplength , andCStepdir for initialization, calcu-
lation of the steplength, and stepdirection, respectively.
Instantiationof codefragmentsin thealgorithmskeletonis
denotedby <...> .

schema(max F wrt X, C) :-
exists(first-derivative(F)),
symbolic_solve(d(F, X) == 0, Solution),
if (Solution != not_found)

C = "<X> := <Solution>";
else �

schema(getStartValue(F,X), CInit);
schema(getStepsize(F,X),CSteplength);
schema(getStepdir(F,X),CStepdir);

C = " � <CInit>;
while(converging(<X>))

<X> := <X> +
<CSteplength>*<CStepdir>; � ";� .

Figure 4. Synthesis Schema (Fragment)

While we cannotpresentdetailsof thesynthesisprocess
here,wewantto emphasizethatthecodeis assembledfrom
building blockswhich areobtainedby symboliccomputa-
tion or schemainstantiation. The schemasclearly lay out
thedomainknowledgeandimportantdesigndecisions.As
wewill seelateron,they canbeextendedin suchawaythat
theannotationsrequiredfor thecertificationarealsogener-
atedautomatically.

3.3 AutoBayes/CC

The architectureof our certifying synthesissystem(see
Figure 3) is similar to the typical proof-carryingcodear-
chitectureshown in Figure2. However, sincewe arecur-
rently not dealingwith proof validation aspects,we only
have three major building blocks: the synthesissystem
AUTOBAYES (which replacesthecertifying compiler),the
verificationconditiongenerator, andtheautomatedtheorem
prover.

The system’s input is a specification of a statisti-
cal model. This specificationneednot be modified for
certification—theprocessis thuscompletelytransparentto
theuser. AUTOBAYES thenattemptsto synthesizecodeus-
ing the schemasdescribedabove. Theseschemasareex-
tendedappropriatelyto supporttheautomaticgenerationof
codeannotations.AUTOBAYES producesModula-2code1

which carriesthe annotationsas comments. Annotations
andcodeare thenprocessedby the verification condition

1SinceMOPS workson Modula-2,we extendedAUTOBAYES to gen-
erateModula-2code.Usually, AUTOBAYES synthesizesC++/Cprograms
for theOctave andMatlabenvironments.

generatorMOPS[11]. Its outputis asetof proofobligations
in first orderpredicatelogic which mustbeprovento show
the desiredproperties.In orderto do so, a domaintheory
in form of a setof axiomsmustbe addedto the formulas.
Finally, theseextendedproof obligationsare fed into the
automatedtheoremproverE-SETHEO[2].

4 SafetyPolicies

Thefirst stepin our approachis to definepreciselywhat
constitutesourpropertiesby formulatingthemaspredicates
within a logic. Then,we mustdefinesomemechanismto
transforma programinto a seriesof verificationconditions
thatarevalid if andonly if thesafetypropertiesaresatisfied.

Hoarerules [25] form the foundationof our approach.
They are triples of the form  "!$#&%  (')# where % is a
statementin an imperative programminglanguage,and !
and ' are predicates. The statementactsas a predicate
transformer, that is, it describeshow (the statedescribed
by) predicate! is transformedinto predicate' by theex-
ecutionof % . Our ideais to addexplicit constraintsto the
predicatesin therulesto ensurethateachstatementfulfills
the requiredproperties.We usea predicateSafeExpr*,+.-0/
which is true if f property 1 holds for the expression- .
For the most part, thesemodificationsare in the form of
strengthenedpreconditions.In thesectionsbelow, we will
give a formal definition of this predicatefor our selected
safetypolicy.

4.1 Variable Initialization BeforeUse

At first glance,aninitialization-before-usesafetypolicy
mayseemunnecessaryfor two reasons:First,moderncom-
pilers can detectmany violations of this property. How-
ever, more intricate cases(e.g., within loops and arrays)
are not handledby the usualcompilers. Second,for full
functional equivalenceproofs, uninitialized variableswill
in many casescauseproof obligationsto be unprovable.2

However, whenproof obligationsarerelatively weak,asit
is for safetypolicies,uninitializedvariablesdo not neces-
sarily causeproof obligationsto fail but can still causea
programto yield incorrectresults. Therefore,an explicit
initialization-before-usepropertyis an importantaspectof
any safetypolicy.

To formalizethe policy, we mustfirst addthenotionof
variableinitializations, ratherthansimply variablevalues,
to the logic. This couldbeaccomplishedby addinganex-
plicit bottom-valueto thedomains,asusualin denotational
semantics.However, this complicatesreasoningaboutthe
proof obligationsunnecessarily. We thususeshadowvari-

2If theobligationsremainprovable,theuseof aninitialized variableis
irrelevant to thespecifiedfunctionalityandcouldberemoved.
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[ M\M]
Sequence

�32,�cb P �3{|�}�3{|�Kb q �kde��32,�cb P"~ b q �kde�
Conseq.Rule

2��0I�i�2 �k2,�cbc�3de��d�I�i�d���32 � ��bc�Qd � �
Figure 5. Hoare rules with init-bef ore-use safety polic y extensions

ablesin thespecificationthatkeeptrackof thestatusof pro-
gramvariables. In our case,for eachvariable � , we asso-
ciatea shadow variable �����z�=� , where �����z�=� caneitherhave
thevalueINIT or UNINIT. Whenever thevariableis assigned
a value, the shadow variableis set to INIT; whenever the
variableis used,an obligation is addedto ensurethat the
shadow variableis equalto INIT. Theshadow variablesare
purespecification-level variables,i.e., they arenot accessi-
bleby theprogram.

More concretely, to checksafety, we definea function
VariableRefs, that returnsall variablereferences(including
arraysubscripts)within anexpression.Then,asafeexpres-
sion,with respectto our initializationpolicy canbedefined:

SafeExpr�X+�-0/������K� VariableRefs+�-h/���� �����=� � INIT

TheSafeExpr� predicateis higher-order, asit quantifies
over expressionsin the programsyntax. However, since
VariableRefs+.-0/ yields a finite set, we can expand these
quantifiedpredicatesover variablesandexpressionsinto a
sequenceof first-orderpredicates.For example,given the

statement: �;� �^�T��� �v��� �����z�  �
Then, SafeExpr� + �;� �^�¡�z� �v��� / yields the following safety
predicate,onceexpanded:� �����=� � INIT ¢ � ������� � �v� � INIT ¢ � ������� � �^�¡��� �v��� � INIT �
4.2 Modified Hoare-Rules

Figure5 specifiesthe entiresafetypolicy via modified
Hoare-rules. The first rule describesscalarassignments,
and is the sameas the standardHoare assignmentrule,
except that it hasa strengthenedpreconditionthat checks
whetherall variablesreferencedwithin the assignmentex-
pressionhave beeninitialized. The secondrule describes
assignmentof arraycells. Unlike scalarassignment,array
cell assignmentcannotbe handledby simplesubstitution,
becauseof thepossibilityof aliasingof arraycells. Instead,
wethink of thearrayasdescribingamappingfunctionfrom
cells to values. An assignmentto a cell is an updateof
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themappingfunction,written as �r v+.£ � � £�� � �3�k� � £"�;/y¤¥£X# .
This approachis the standardextensionof the Hoarecal-
culus to handlearraysand is describedfully in [15]. We
strengthenthe preconditionof this rule to ensurethatboth
the subscriptexpressionsin the left-handsideand the as-
signmentexpressionaresafe.

Thenext threerulesdescribeconditionalandloop state-
ments. They are the sameas the standardHoare rules,
with strengthenedpreconditionsto show that their expres-
sionsaresafe. Finally, we definethe standardHoarerule
of consequence,which statesthat we can always legally
strengthenthepreconditionor weakenthepostconditionof
astatement.Soundnessof all rulesis obvious.

4.3 Customizing the SafetyPolicy

Coding standardsare a traditional way to increasethe
trustworthinessof softwaresystems.They prohibit theuse
of certainlegalbut error-pronecodingpractices.Mostsoft-
wareprocessesfor safety-criticalapplicationsthusrequire
that the developedsoftware follows a given coding stan-
dard. Obviously, automaticallygeneratedcodemust also
adhereto thesestandards.By formalizingthecodingstan-
dardsassafetypolicies andby extendingthe Hoare-rules
describedabove, we canin fact demonstrateformally that
thegeneratedcodefollowscustomizedcodingstandards.

As anexample,wewill customizeourpolicy suchthatit
supportsthe following coding standard:“Index variables
for for -loops shall not be usedoutside their enclosing
loops.” This standardprohibits situationswherethe loop
index variableis abusedto forcea prematureloop exit and
its valueis laterusedto checkwhethertheloopwasaborted
or finishedproperly(Figure6A).

(A) FOR i := 1 TO N DO
<...>
IF <...> THEN

i := N + 2 (* abort *)
END

END
IF i = N + 2
THEN <...> (* aborted? *)
ELSE <...> (* terminated? *)
END

(B) FOR i := 1 TO N DO
<...>
FOR i := 1 TO M DO

<...>
END
<...>

END

Figure 6. Violations of the coding standar d

Thecodeexamplein Figure6B shows anothereffect of
ourextendedsafetypolicy. Here,thetwo nestedloopserro-

neouslyusethesameindex variablewhich canleadto un-
intendedprogrambehavior. Suchimproperly constructed
loops can easily arise if the codegeneratoris not imple-
mentedcarefully. However, our extendedsafety policy
catchesthis situation.

The policy is implementedby addingtwo morevalues
to the domainof our shadow variables: LOOP and STALE.
Thesevaluesrepresentthe stateof a loop-index variable
within the loop and following the loop, respectively. We
thenmodify thedefinitionof SafeExprto allow expressions
insidea loop to useloopvariables:

SafeExpr��+.-0/¦����G� VariableRefs+�-h/���+D���������¦� INIT §K���������¨� LOOP/
Next, we needto modify both the assignmentrulesand

the for-loop rule in orderto distinguishbetweenloop vari-
ablesandvariablesassignedby othermeans.Thesechanges
areshown in Figure7. For scalarandarrayassignments,
wecanonly assignvariableswhich havenot beenusedasa
loopindex (i.e., INIT or UNINIT). In thefor-looprule,weadd
a constraintthat our loop variablehasnot previously been
assigneda value. Within the loop, we assertthat the vari-
able is beingusedasa loop counter( ! � LOOP
(�����z�=� � ), and
outsidethe loop, that thevariableis “stale”, andcannotbe
used( ! � STALE 
A�������=� � ).
5 ProcessingAnnotated Code

5.1 The Verification Condition Generator

In thetypical proof-carryingcodearchitectureasshown
in Figure2 the safetypolicy is a separatecomponent.In
practice,however, it is hardcodedinto theverificationcon-
dition generatorcomponentof the certifying compiler. In
our current implementation,all requiredannotationsare
generatedsothatin principleany VCG canbeused.For the
experiments,we usedtheVCG of theModulaProvingSys-
temMOPS [11]. MOPS is a Hoare-calculusbasedverifica-
tion systemfor a largesubsetof theprogramminglanguage
Modula-2. It usesa subsetof VDM-SL asits specification
language;this is interpretedhereonly assyntacticsugarfor
classicalfirst-orderlogic.

5.2 Annotations and their Propagation

Annotatingthe largeprogramscreatedby AUTOBAYES

requirescareful attentionto detail and many annotations.
Thereare potentiallydozensof loops requiringan invari-
ant,andnestingof loopsandif-statementscanmake it dif-
ficult to determinewhat is necessaryto completelyanno-
tatea statement.For this reason,we split the taskof creat-
ing the statementannotationsinto two parts: creatinglo-
cal annotationsduring the run of AUTOBAYES, i.e., the
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Figure 7. Modified Hoare rules for coding standar ds safety polic y

propersynthesisprocess,andthenpropagatingtheannota-
tionsthroughthecode.Theschema-guidedsynthesismech-
anismof AUTOBAYES makesit easyto produceannotations
local to thecurrentstatement,astheannotationsaretightly
coupledto theindividualschema.Thelocalannotationsfor
a statementdescribethechangesin variablesmadeby that
statement,without needingto describeall of theglobal in-
formationthatmaylaterbenecessaryfor proofs.Then,the
propagationalgorithm(see[22] for details)pushesthe an-
notationsthroughtheprogramuntil they areneeded.

Figure8 shows a small pieceof annotatedcodewhich
initializes a matrix q for an iterative statisticalalgorithm.
A valueof one is set to exactly one elementin eachrow
pv57 ; thecolumnof this elementis givenby the valueof
c[pv57] (for detailssee[6, 23]). All annotationsarewrit-
ten asModula-2 commentsenclosedin (*  . . . # *) . Pre-
andpost-conditionsstartwith thekeywordspre andpost ,
respectively, loop invariantswith a loopinv , and addi-
tionalassertionswith anassert .

5.3 The Automated Prover

In orderto processthe generatedproof obligations,we
are using the automatedtheoremprover E-SETHEO, ver-
sion csp01[2]. E-SETHEO is a high-performancetheorem
prover for formulasin first orderlogic. Out of the70 gen-
eratedproof tasksof our example,E-SETHEO could solve

68 automaticallywith a run-time limit of °z secondson
a 1000 MHz. SunBladeworkstation. The remainingtwo
proof tasksrequiredsomepreprocessingbeforethey could
be proven automatically. Thesepreprocessingstepshave
beendonemanuallyfor thisexperiment;for futureversions,
we will automatetheseadditionalsteps.Most of theproof
taskscouldbesolvedin abouttwo seconds,but severaltasks
tookupto ±� secondsCPUtime. Theoverallruntimeof the
proverfor all proof taskswasroughly ²vz seconds,demon-
stratingthepracticalfeasibility of our approach.

6 RelatedWork

The approachmost closely related to ours is proof-
carrying code which has alreadybeendiscussedin Sec-
tion 3.1. However, dueto its focuson mobile code,PCC
coversmany aspectswe arenot yet interestedin, e.g.,effi-
cientproofrepresentationandproofchecking.It alsoworks
on thelevel of objectcodeor typedintermediatelanguages
(e.g.,Flint [20]) andis thuscomplementaryto ourapproach.
Certifying compilersas Touchstone[3] or Cyclone [10]
could consequentlybe usedto show that the safetypolicy
establishedon thesourcecodelevel is not compromisedby
thecompilationstep.

Our methodologyusesdomainknowledge,built into the
synthesissystemto automaticallygenerateall the required
annotations.In contrastto this, many reverseengineering
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(* � loopinv
(forall j: int & (0 <= j and j < N) =>

(c_init(j) = init)) and
0 <= pv57 and pv57 <= N and
pv57_init = init and N_init = init and
C_init = init and
(forall a, b: int & (0 <= a and a < N

and 0 <= b and b < C) =>
q_init(a, b) = init) � *)

FOR pv57 := 0 TO N - 1 DO
(* � assert

(forall j: int & (0 <= j and j < N) =>
(c_init(j) = init)) and

(forall a, b: int & (0 <= a and a < N
and 0 <= b and b < C) =>

q_init(a, b) = init) and
N_init = init and C_init = init and
0 <= pv57 and pv57 < N and
pv57_init = init and
c_init(pv57) = init � *);

q[pv57 ][ c[pv57]] := 1;
END;
(* � assert

(forall j: int & (0 <= j and j < N) =>
(c_init(j) = init)) and
(forall a,b: int & (0 <= a and a < N

and 0 <= b and b < C) =>
q_init(a, b) = init) and

N_init = init and C_init = init � *);
Figure 8. Excerpt of synthesiz ed code with
annotations. Actual Modula-2 statements are
underlined.

approachestry to recover formal specificationsandannota-
tionsfrom purecode.GannodandCheng[8] useastrongest
postconditionpredicatetransformerto supportdifferentre-
verseengineeringtasksbut their approachstill requiresad-
ditional manualannotations(e.g., loop invariants). Ernst
et al. [4] try to infer suchinvariantsdynamically, usinga
generate-and-testapproach:potentialinvariantsaregener-
atedfrom a setof patternsandcheckedagainstpreviously
collectedrun-timetraceinformation.However, theinferred
predicatesarenotprovento beactuallyinvariantsothatthe
approachis not suitablefor certificationpurposes.Flana-
ganand Leino [7] describea similar system,Houdini, to
supporttheir ESC/Java verification system. Houdini also
usesa generate-and-testapproachbut the testphaserelies
on ESC/Java to prove the invariants. However, Houdini
doesnot usedomainknowledgein the generatephaseand
is thusrestrictedin thekind of invariantsit canrecover.

Obviously, our researchis alsorelatedto standardpro-
gramverification. However, programverificationconcen-
trateson showing full functional equivalencerather than

property verification. Lowry et al. [14] presentan ap-
proachfor certifying domain-specificpropertieswhich is
basedon abstractinterpretation.They checkprogramsfor
framesafety, anextendedtypesafetyproperty. Othersafety
propertiescan also be encodedin extendedtype systems
andthencheckedvia (extended)typeinferencealgorithms.
Suchapproacheshavebeenusedto show, for example,unit
and dimensionalsafety[18, 12] and memorysafety[26].
However, theseapproachesusuallyalsorequireadditional
annotations,e.g., type declarations. Moreover, most of
themarerestrictedto a specificsafetypolicy andthusless
generalthanproof-basedcertificationapproaches.

7 Conclusions

In this paper, we have describeda novel combinationof
automatedprogramsynthesisandautomatedprogramver-
ification with the aim to increasetrustworthinessof auto-
maticallygeneratedcode.Our basicideais to generatethe
programtogether with detailedformal annotationswhich
arerequiredfor a fully automaticproofof safetyproperties.
Thisapproachis facilitatedby theknowledgeof thedomain
andtheprogramunderconstructionwhich is formalizedin
the programsynthesissystem.Sinceit is virtually impos-
sible to re-generatethis information from the synthesized
programonly, our approachis much more powerful and
“smarter”thanacertifyingcompilerandallowsusto certify
complex propertiesfor mid-sizedprogramsfully automati-
cally. It alsoovercomestheburdenof manuallyannotating
theprogram;theexpansionof theoriginal290linesof code
in our exampleinto morethan1,700linesof codewith an-
notationsis a clearindicationthatmanualannotationis out
of question.

This independentverificationcomplementsthenotionof
“correctness-by-construction”generallybuilt into program
synthesis/generationsystems.This notion meansthat the
systemalwaysproducescodewhich correctly implements
the user’s specification. However, its validity dependson
the correctnessandconsistency of the underlyingsynthe-
sisengineandthe domaintheory. Becausethesearelarge
andcomplex artifacts—comparableto a compiler—current
technologycannotguaranteetheircorrectness.Thus,auser
must in reality “trust” that the synthesissystemproduces
correctcode. Here,our approachprovidesa meansto for-
mallyandautomatically(i.e.,atnocostfor theuser)demon-
stratetrustworthinessof the synthesizedprogram,even if
thesynthesizeritself might not befully trustworthy.

The work describedin this paperis only a first stepto-
wardsthis goal. In our currentprototype,thesafety-policy
is hard-codedin thewaytheannotationsfor eachindividual
propertyare generatedwithin the synthesisschemas.We
work explicit representationsof safetypolicies(e.g.,using
higher-orderformulations)andtheir useto tailor theanno-
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tationgenerationin AUTOBAYES.
Although our approachhas the potential to increase

trustworthiness of the synthesissystem and the code-
generator, our architecturestill relieson thecorrectnessof
E-SETHEO and MOPS. We are planningto implementa
small andtrustworthy verificationconditiongeneratorand
a smallandverifiedproof checker which is ableto give us
thecertaintythattheproofsproducedby E-SETHEO arein-
deedcorrect. Futurework will alsoaddressissuesrelated
to proof-carryingcode,in particular, a compactrepresenta-
tion of the proofsandperformingthe proofson annotated
object-code.

With the emerging feasibility for the automaticgenera-
tion of safetycritical,non-trivial softwarecomponents(e.g.,
for navigation/stateestimation[24]), ourapproachto certifi-
cationis ableto substantiallyincreasetrustworthinessof au-
tomaticallysynthesizedcodeandfacilitatestheuseof syn-
thesissystemsin proof-carrying-codeenvironments.
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